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METHOD FOR DATA SECUREMENT USING A CRYPTOGRAPHIC ALGORITHM 

The present invention relates to a data protection method, 
for example designed to be implemented by the microprocessor of a 
bank card or an access authorization card during a connection to 
5^ an authenticating computer terminal. 
vJ(- ^ The known types of data protection methods use a 

cryptographic algorithm comprising execution cycles of repetitive 
operations for processing data .elements contained in a memory of 
the card so as to generate encrypted information intended to be 
10 communicated to the computer terminal. 

The execution of the method by the microprocessor of the 
card results in the sending of derivative signals such as peaks 
in the level of the microprocessor's electric power consumption, 
or variations in the electromagnetic radiation such that the 
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15 tf\ envelope of electromagnetic radiation is indicative of the data 
=^ processed. An attacker seeking to use the microprocessor cards in 
ip^- an unauthorized way can trigger the execution of the method 
=S repeatedly and analyze the derivative signals emitted in order to 
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determine correspondences between the various processing 



20 \h operations and each signal or series of signals. From these 
^"^ correspondences, and for example by subjecting the card to 

electromagnetic disturbances or voltage drops at precise moments 
in the execution of the algorithm, the attacker can study the 
encrypted information obtained and the differences, or lack of 
25 differences, between the derivative signals emitted, in order to 
discover the data contained in the memory of the card. 

To complicate this type of analysis of the derivative 
signals, it has been suggested that parasitic signals be 
generated and added to the derivative signals emitted during the 
30 execution of the method. The extraction of the signals that 

correspond to the execution of the method is then more difficult, 
but it is still possible. It has also been suggested that the 
electronic components of the card and the program for executing 
the method be designed so that the derivative signals emitted are 
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independent of the value of the sensitive data. However, this 
complicates the production of the cards without providing 
pN^satisf actory protection of the data. 

y^^^^ One object of the invention is to offer an effective 

5 protection method that does not have the aforementioned 
disadvantages . 

In order to achieve this object^ the invention provides a 
data protection method using a cryptographic algorithm for 
executing operations for processing data elements so as to 
10 generate encrypted information, this method^ comprising at least 
one step for the random transformation of the execution of at 
least one operation from one cycle to another, or :^or the random 
transformation of at least one of the data elements, so that the 
encrypted information is unchanged by this random transformation. 

Pi 

15 Random transformation of the execution of at least one 

Cfl operation is intended to mean a modification of the or^er bf ^ " 
:^ execution of operations or parts of operations, or a modification 
If: of the execution of a single operation. Thus, at least one 

operation and/or at least one of the pieces of data processed is 
20 randomly modified, which randomly affects the derivative signals 
\^ emitted. This makes it very difficult for an attacker to 

distinguish between the various processing operations and to 
!it5 discover the data from the derivative signals. Moreover, the 
^ random modification does not affect the encrypted information, so 
2^^1!^rb can be used in the normal way after it is generated, 
M Other characteristics and advantages of the invention will 

emerge through the reading of the following description of a 
particular non-limiting embodiment of the invention, in 
connection with the single attached figure, illustrating in the 
30 form of a block diagram the execution of the method according to 
\ A U*'^*"-^.^^"'-^ embodiment. 

/n^lA' The protection method according to the invention described 

herein uses a symmetric cryptographic algorithm of the DES (DATA 
ENCRYPTION STANDARD) type to generate 64-bit encrypted 
35 information C from a message block M and a secret key Kl, both 
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64-bit.^ 



The method begins with the permutation 10 of the bits of the 
message block M with one another, in order to form the block MO.. 
The block MO is then divided into two 32-bit blocks Ml and 



It then performs the expansion 30 of the block M2 to form a 
48-bit block M3 . This expansion 30 is performed, for example, by 
partitioning the block M2 into eight quartets, and by adding to 
each quartet the adjacent end bit of the quartets framing the 
10 ' quartet in question (the end quartets being considered to be 
adjacent) . 

In parallel with these operations, a permutation 110 is 
performed on the bits of the key Kl to form the key K2 . The 
insignificant bits of the key Kl are simultaneously deleted so 
15 li that the key K2 has only 56 bits, 

tf'i According to the invention, the bits of the key K2 are then 

'IZ randomly modified during a transformation 120. The bits of the 
hi key K3 corresponding to the modified bits of the key K2, here 
-5 marked with a star, are stored. The ' ra - ndom ^ transformation 120 is 
20 l'^' for example performed by associating with the key K2, by means of 
1^^ a logical operator of the exclusive-OR type, a random number 
P_ generated by an unpredictable number generator of the card. 
l^' 'a key K4 is obtained through the rotation 130 of the bits of 
53 the key K3 . Then, a permutation 140 is performed on the bits of 
25 "^"^ the key K4 to form the key K5 . Simultaneously with the 

permutation 140, the insignificant bits of the key K4 are 
eliminated so that the key K5 comprises 48 bits. 

The method continues with the association 210 of the block 
M3 and the key K5 by means of a logic operator of the exclusive- 
30 OR type. The result of this association is the block Rl . 

The inverse transformation of the bits of the block Rl 
corresponding to the bits modified by the transformation 120 is 
then performed in order to form the block R2 . The purpose of this 
inverse transformation 220 of the transformation 120 is to return 
35 the bits of the block Rl corresponding to the bits marked with a 
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M2 during a division step 20. 
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star to the state in which they would have been without the 
transformation 120. 

The method then continues, in a conventional way, with the 
division and the processing 230 of the block R2, the permutation 
240 of the bits of the block R3 formed in step 230, and the 
association 250 of the block R4 resulting from step 240 with the 
block Ml by means of an exclusive-OR operator, in order to form 
the block R5 . 

The group of operations designated overall by the reference 
270 is then re-executed five times assigning, with each 
execution, the value of the block Ml to the block M2 and the 
value of the block R5 to the block Ml during an assignment step 
260. 

The method ends with the operation 300 for obtaining the 
encrypted information C through the inverse permutation and the 
combining of the last block M2 and the last block R5 obtained. 

It is understood that the step for randomly modifying the 
key K2 comprises the transformation phase 120 and the inverse 
transformation phase 220. These two phases make it possible to 
obtain encrypted information C that is not affected by this 
random modification. 

It would also be possible, in the same way, to perform a 
random modification of the block M2 and/or of another piece of 
data . 

According to another embodiment of the invention, which can 
be associated with a modification step like the one described 
above, the execution of at least one operation can be randomly 
modified from one cycle to another, a cycle being a complete 
execution cycle of the algorithm or an intermediate execution 
cycle of a group of operations. 

For example, a random determination of the order of 
execution of certain operations can be made during an execution 
cycle of the algorithm. The operations retained are the ones 
whose order of execution relative to the others does not affect 
the result. To make this determination, it is possible to 
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perform, at the end of the chosen operations, a conditional jump 
to certain operations as a function of the value of a random 
number or to define a table of the addresses of the various 
operations, scanned randomly. 
5 For example, the permutation 10 of the bits of the message 

block M could be performed after the permutation 110 of the bits 
of the key Kl, or vice versa. 

Likewise, it is possible to provide for a random 
determination of the order of execution of the operations of the 
10 group 270 for each intermediate execution cycle of the latter (16 
intermediate execution cycles of these operations for one 
complete execution cycle of the algorithm) , Here again, the order 
of execution of these operations is chosen so as not to affect 
the result. 

15 '"S Furthermore, for certain operations, the data are processed 

Cn in elements. Thus, during the expansion 30, the blocks M2 are 
I" processed in quartets. During this operation, it is possible to 
Ifi provide for a random determination of the processing order of the 
7? various quartets. Likewise, during the permutation 140, the bits 
20 I" of the key K4 are processed individually. A step for randomly 

1*^ determining the processing order of the bits can also be provided 
IZ for the execution of this permutation. The quartets of the block 
Q M2 can also be processed alternately with the bits of the key K4, 
f3 meaning for example that a first quartet of the block M2 is 
25 processed, followed by a bit string of the key K4, followed by a 
second quartet of the block M2, etc., each time storing the data 
elements processed in order to verify that all of the required 
operations are actually executed. 

Of course, the invention is not limited to the embodiment 
30 just described, but on the contrary encompasses any variant that 
retains, with equivalent means, its essential characteristics. 

In particular, although the invention has been described in 
connection with an algorithm of the DES type, the invention can 
be applied to other symmetric algorithms that work by modifying 
35 bits. Thus, the modification being performed by means of a 
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logical operator of the exclusive-OR type, the length of the non- 
transformed data elements is identical to the length of these 
data elements transformed. 

Furthermore, the numbers of bits of the data are only 
5 mentioned as an example and can be modified in order to be 
adapted to the degree of protection sought. 

It will also be noted that all of the data elements M, MO, 
Ml, M2, M3, Kl, K2, K3, K4 , K5, Rl, R2, R3, R4 and R5 can be 
transformed by associating a random number with them, by means of 
10 the exclusive-OR logical operator, bearing in mind that after 

this random transformation step, an inverse transformation step 
is performed so that the encrypted information C is unchanged by 
said transformations . 

In particular, the data elements can be keys Kl, K2, K3, K4, 
15 % K5 or message blocks M, MO, Ml, M2, M3, or message blocks 

in associated with a key by a logical operator of the exclusive-OR 
-E type Rl, R2, R3, R4, R5 . 

1^ Finally, it will be noted that if the random transformation 

:^ step is a step that precedes the group of operations executed 
20 repeatedly, and if the inverse transformation step is a step that 
\^ follows said group of operations, generating a random number once 
^ and processing the message block M with the algorithm is enough 
%a to obtain the encrypted information, all the data elements of the 

:3 block being modified. The data string is protected from end to 
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25 end. Moreover, by not multiplying the transformation steps and 

the number of random numbers generated, the algorithm is executed 
quickly, which is necessary in the case of a chip card, in which 
the execution time of an algorithm should be minimal. 
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